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Methodology and objectives

Sample

Field work

This survey was fielded in the U.S. from
December 10, 2019 through December 19, 2019

Total respondents

Method

Data collection

200 qualified completes

Online Questionnaire

Audience

1t Insight.

To qualify for this survey, respondents were required to:
» Be employed in an IT, data, and/or security related job function
» Hold a title of Director or above

Cloud + Data Center
Transformation

» Be employed at an organization with 2,500 employees or more

Survey goals

In this survey, we evaluate the state of IT
modernization efforts in several areas
including an operating model involving
centers of data spanning on-premises,
cloud, edge, etc., application
modernization preparations, and IT
processes. We examine IT budget
allocated to IT modernization, specific
changes organizations have made and
have yet to make in each area, and
obstacles to progress. We assess cloud
experiences, such as costs, repatriation,
and challenges. Lastly, we determine the
areas where organizations have

experienced measurable improvement as

a result of IT modernization initiatives.

Insight Proprietary & Confidential. Do Not Copy or Distribute. © 2020 Insight Direct USA, Inc. All Rights Reserved.
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Respondent profile

Company size Job title Primary industry
100,000 or more 19% ClO, CTO 42% High Tech
Manufacturing (including automotive, aerospace & defense,
50.000 - 99,999 5% CSO, CISO 6% construction, engineering, chemical, metals & mining)
_ | Financial Services (banking, insurance, brokerage)
30,000 - 49,999 5% chiet bata Offieer e Retail, Wholesale and Distribution
20,000 - 29,999 59% Chief Digital Officer 2 Healthcare (providers and pharmaceuticals)
Services (legal, consulting, real estate)
5.000 - 9,999 229, P o Government and Nonprofits (including education)
Advertising/Marketing/PR/Media (publishing, broadcast, online)
2,500 - 4,999 0% Pirector 3o% Transportation (airlines, trucking, railroads, shipping, logistics)
Utilities/Energy (oil & gas)
Average Life Sciences

29,294 employees

Other

Cloud + Data Center
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Highlighted findings

Just 25% have achieved initial IT modernization objectives, yet
organizations at all stages have seen measurable business improvements.

More than two-thirds of respondents (67%) state that IT modernization is essential to enable business transformation initiatives,
indicating IT’s pivotal role in advancing business objectives.

Only 25% say they have achieved their initial IT modernization objectives, but even those at these early stages of the journey report
measurable business improvements in one or more areas such as quality of service, cost efficiency, availability, and customer experience.

41% delayed or abandoned some of their 2019 IT modernization initiatives, often due to competing priorities and/or lack of a clear
strategy.

Major 2020 challenges include establishing new governance strategies to support modernization and cloud (35%), defining and
optimizing new centers of data spanning cloud, on-premises and edge (34%), and determining how to integrate those centers of
data (34%).

An average 40% of IT budgets is spent on IT modernization initiatives, with ranges from 34% to 45% depending on maturity stage and
company size.

Cloud + Data Center
Transformation
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Highlighted findings (continued)

Over 95% are pursuing a full range of initiatives to modernize their
operating environment, with only one-third of projects completed to date.

Adoption of software-defined networking (31%), moving applications to the cloud for later modernization (30%), and upgrading on-
premises application infrastructure (30%) are the most likely operating model modernization projects to be completed. Adoption of
open source systems is the least (22%).

95% are using or planning to use managed services for one or more IT functions, including organizations at all stages of the
modernization journey.

Upgrading the security infrastructure and processes (57%) and determining the optimal mix of platforms/centers of data to support
the organization’s workloads (53%) are the top two challenges faced in modernizing the operating model.

Cloud + Data Center
Transformation Insight Proprietary & Confidential. Do Not Copy or Distribute. © 2020 Insight Direct USA, Inc. All Rights Reserved.
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Highlighted findings (continued)

84% moved select workloads from a public cloud to an alternative cloud or
non-cloud location.

Cloud-native initiatives (50%) and multicloud approaches using more than one public cloud provider (49%) top the list of
cloud update strategies used in 2019.

84% of organizations moved select workloads from a public cloud to an alternative cloud or non-cloud location, including
organizations that are just beginning the IT modernization journey as well as those that are farthest along the path, reflecting the
complexity of assessing and optimizing workload placements.

64% of organizations that have completed their initial IT modernization initiatives have switched from an all-private or all-
public cloud strategy to a hybrid cloud approach, again highlighting the trial-and-error that many companies undergo to find the
optimal cloud path for their needs.

Database, website/web apps, dev/test, and Bl/data warehouse/data analytics are the workloads most likely to have been brought
back in-house.

Managing public cloud security is the #1 challenge in cloud optimization, cited by 49% of respondents. Governance, multicloud
management, and determining where cloud workloads will be placed are other top obstacles.

Cloud + Data Center
Transformation
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Highlighted findings (continued)

Public cloud cost overruns are common, with 69% taking steps to reduce
these overages.

69% report their organizations have experienced higher-than-expected public cloud costs, averaging 62% higher than anticipated.
Data egress charges, unplanned cloud adoption, and M&A activity are the top reasons cited for the cost overruns.

On average, respondents’ organizations cite 3-4 measures they will take to optimize cloud costs in 2020. The list includes
automatically turning workloads on and off based on usage patterns, regulating under-utilized instances, introducing more elastic design, and
right-sizing workloads.

Application modernization is inhibited by a lack of automation capabilities.

Organizations that have made the most progress in application modernization have developed and/or launched a cloud native
strategy but lag behind in areas such as infrastructure as code-based automated application deployment and implementation of cloud
container services.

Absence of foundational needs for containerization and automation is the #1 obstacle to executing on application modernization
strategy.

Cloud + Data Center
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Highlighted findings (continued)

Implementing automation is also a stumbling block in IT process
modernization.

Building a Continuous Integration and Continuous Delivery (CICD) framework to support IT process modernization is a top priority even
among those in the early stages of IT modernization.

As with application modernization, the least progress in IT process modernization has been made in implementing automation and
infrastructure as code.

Top challenges in supporting IT process modernization include IT silos (45%), lack of governance and compliance procedures (44%), skills
gaps (43%), and budget constraints (43%).

Cloud + Data Center
Transformation Insight Proprietary & Confidential. Do Not Copy or Distribute. © 2020 Insight Direct USA, Inc. All Rights Reserved. 8
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Survey Findings

Insight Proprietary & Confidential. Do Not Copy or Distribute. © 2020 Insight Direct USA, Inc. All Rights Reserved. 9



More than two-thirds of respondents (67%) state that IT modernization is essential to enable
business transformation initiatives, indicating IT’s pivotal role in advancing business objectives.

Perceived relationship between IT modernization
and business transformation

. Business transformation efforts
cannot proceed effectively
without IT modernization

Business transformation efforts
can proceed effectively without
IT modernization

Q: In your view, what is the relationship between IT modernization and business transformation initiatives such as developing
new services, improving customer experiences, and undertaking other activities that will benefit the business?

Cloud + Data Center
Transformation Insight Proprietary & Confidential. Do Not Copy or Distribute. © 2020 Insight Direct USA, Inc. All Rights Reserved. 10
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Just 25% have achieved initial IT modernization objectives, reflecting the complexity of the
transformation journey.

Stated maturity of IT modernization efforts

In this survey, we are defining IT modernization as the transformation of IT platforms (public and/or private cloud, on-premises
data centers, and/or edge), applications, governance, and processes to achieve desired business outcomes.

26%

Beginning stages (25% or less)

We’ve made moderate progress (at least 50%) 19%

We’ve made significant progress (at least 75%) 31%
We've achieved our initial objectives and 259
we’re optimizing operations where we can
(NOTE: Percentages may not sum to 100% due to rounding.)
Q: Rate the maturity of your organization’s IT modernization efforts as of today. In this survey, we are defining IT modernization as the transformation of IT
platforms (public and/or private cloud, on-premises data centers, and/or edge), applications, governance, and processes to achieve desired business outcomes.
of == I M ht Cloud + Data Center
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Regardless of where organizations are in their IT modernization journey, nearly all have seen
measurable improvements in one or more business areas.

Areas where organizations have seen measurable
improvements from IT modernization

(By stated overall IT modernization maturity)

Quality of service 70%

65%

Cost efficiency/savings 60%

50%

Availability/uptime 54%

44%

Customer experience/satisfaction 56%

52%
Innovation/creation of new revenue generating products and services —m 58%
(]
0 i — 56%
Ability to extract business value from data 50 o Those who have

Agility/faster time to market — 50% made the most

33% progress overall
Risk profile — 40% with IT

35% modernization

We don’t measure/don’t plan to measure success k 2% are significantly
more likely to cite

an ability to
extract business

. Achieved initial objectives (100%) Beginning stages (25% or |ess) value from data

Q: In which of the following areas has your organization seen measurable improvements to date as a result of your IT modernization initiatives? (Please select all that apply.)

Cloud + Data Center
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Despite the importance of IT modernization and the results to-date, 41% of respondents report
that 2019 IT modernization initiatives at their organizations were delayed or abandoned, most
often due to competing priorities and/or a lack of a clear strategy.

Whether IT modernization initiatives were Reasons for delay or abandonment of IT modernization initiatives
delayed or abandoned in 2019 (among those reporting delay or abandonment)

Competing priorities

46%
Lack of clear roadmap/strategy 45%

Data privacy/security concerns

Lack of skills/expertise

No
59%

Lack of budget/investment

Unexpected complications or difficulties

Poor preparation (e.g., inadequate dependency
mapping, workload analysis, cost analysis, etc.)

Outdated processes/tools

Q: Did your organization delay or abandon any IT modernization initiatives in 20197
Q: If so, why?

Cloud + Data Center
Transformation Insight Proprietary & Confidential. Do Not Copy or Distribute. © 2020 Insight Direct USA, Inc. All Rights Reserved. 13
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Top obstacles to IT modernization in 2019 included competing priorities (44%), outdated

processes and tools (43%), outdated infrastructure (40%), and skills gaps (38%).

Competing priorities

Outdated processes/tools

Outdated infrastructure

Lack of skills/expertise

Lack of budget/investment

Inadequate IT operations modernization (DevOps, etc.)

Lack of executive sponsorship/buy-in

No roadmap established yet

Other

No challenges, IT modernization is proceeding

Q: In 2019, what obstacles did you face in your organization to pursue IT modernization projects? (Select all that apply.)

Cloud + Data Center
Transformation

1t Insight.

Obstacles to pursuit of IT modernization projects

0%

9%

1%

More often cited by
those who have
made less than
significant progress

40% with IT

modernization (50%
8% vs. 28% among those

who have made more

(o) T
35% significant progress).
4%
28%
Insight Proprietary & Confidential. Do Not Copy or Distribute. © 2020 Insight Direct USA, Inc. All Rights Reserved. 14



The top 3 IT modernization challenges in 2020 are projected to be establishing governance
strategies and processes, defining and optimizing IT operating models, and integrating
centers of data.

Top three IT modernization obstacles in 2020

We need to establish new governance strategies and processes to support IT modernization/cloud (Continuous 359,
Integration and Continuous Delivery (CICD), automation and orchestration, infrastructure as code, change management, etc.) °

We need to define and optimize a new IT operating model consisting of centers of data spanning cloud (public, _ 349
private, hybrid), on-premises data center, edge, etc. to support our data and business transformation requirements. °

We need to define and execute a strategy for integrating (determining capabilities across/between) 349
the centers of data (e.g., cloud (public, private, hybrid), on-premises data center, edge). 0

We need to optimize our current cloud environment to manage cloud costs, better utilize cloud 319%
service provider capabilities, utilize cloud services in a more native way, etc. 0

We need a better understanding of how to modernize our existing applications and develop cloud
native applications to connect new and old data sources to each other via APIs, gateways, etc.

31%

We are in post IT modernization mode in one or more areas, and we are assessing how to 319
optimize our new environment (cost control, archiving, automation, data scaling, etc.) 0

We need to assess data/workloads in order to determine the optimal platform (e.g., 289
cloud (public, private, hybrid), on-premises data center, edge, etc.) for each one. °

We need to recalibrate our cloud strategy to achieve a better cost and/or 28%
operational balance between public and private cloud.
We need to determine best practices for data risk management (including 25%,

modern approaches to data protection, security, governance, etc.)

Other 1%

Q: At a high level, what are your organization’s top three IT modernization challenges in 20207 (Select three.)

Cloud + Data Center
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On average, respondents’ organizations spend 40% of their IT budgets on IT modernization

initiatives.

Less than 5%

5% to less than 10%

10% to less than 20%

20% to less than 30%

30% to less than 40%

40% to less than 50%

50% to less than 70%

70% or more

1%

40% on average

21%

18%

22%

Percent of IT budget spent on IT modernization in 2019

Average percent of IT budget spent by stated maturity stage

45%

Achieved initial objectives (100%)

Made signicant progress (75%+) [ MM 437

Q: Approximately, what percentage of your organization’s IT budget was spent on IT modernization in 20197

1t Insight.

Cloud + Data Center
Transformation

Made moderate progress (50%-75%) 34%
Beginning stages (25% or less) 34%
Average percent of IT budget spent by company size
10,000 employees or more 43%
25009999 empioyees | 37%
Insight Proprietary & Confidential. Do Not Copy or Distribute. © 2020 Insight Direct USA, Inc. All Rights Reserved. 16



of == O Cloud + Data Center
Ll‘ InSIght Transformation

i
N _
Uyl |
g
“”l]’"l N ‘/ X
LR O

State of IT Modernization:

Operating Environment

Insight Proprietary & Confidential. Do Not Copy or Distribute. © 2020 Insight Direct USA, Inc. All Rights Reserved. 17



Over 95% of organizations are pursuing a full range of initiatives to modernize their operating
environment, with only one-third of projects completed to date led by the adoption of
software-defined networking (31%), moving applications to the cloud for later modernization
(30%), and upgrading on-premises application infrastructure (30%).

Changes made to modernize operating environment in 2019

B Notstarted | Started/Ongoing I Completed M No plans

Adopted software-defined networking 4%, (I 31% 2%

Moved applications to cloud for later modernization 4% 65% 30% 2
Upgraded/modernized on-pzztrgizegse ,arrigtlizitrilzncrgzﬁtreu‘céltjéi 20, 68% 30% 20/
A O e e or more 1T functons [P 67% 28%

Deployed soud stacks ¢ . haure Siack AWS Qupoote Goosle [ 68% 28% 2%
Modernized on-premises applications to be cloud-ready 1% 72% 27% 2%

e Gsastor recovery. continuous avaiabiity, or coud mitiatives R 70% 26% 2%
bRl 3% 72% 25% 1%
Consolidated data centers into new physical location(s) 4% 68% 25% 5%

Adopted more open source systems to replace commercial 5% 70% 220/ A

off-the-shelf (COTS) systems
Q: What specific changes did your organization make to modernize your IT operational environment (e.g., centers of data) in 20197

Cloud + Data Center
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Respondents who made the most progress toward IT modernization in 2019 are most likely to
have completed on-premises infrastructure upgrades and application-related cloud projects.
Adoption of managed services is one of the first action items completed among companies in the
beginning stages.

Changes COMPLETED to modernize IT operational environment in 2019

(% indicating change is “Completed” by stated overall IT modernization maturity)
Achieved initial objectives (100%) VS. Beginning stages (25% or less)
nrastucture (sorage, network. sompute, ey TN 55 I 25
Modernized on-premises applications to be cloud-ready _ 58% - 15%
Moved applications to cloud for later modernization _ 58% - 21%
" Bloud Anthos) o enabie seamiese msaration with putic coud NN 56°- B 5%
Adopted software-defined networking _ 54% - 21%
Adopted or expanded managed services to outsource one or more IT functions [N 54% B 31
Consolidated data centers into new physical location(s) _ 52% - 21%

Initiated or expanded colo services for data center consolidation, disaster _ 0 0
recovery, continuous availability, or cloud initiatives 50% - 17%
Increased edge computing for databases, data analytics, data farms, Al, loT, etc. _ 48% - 19%
Adopted more open source systems to replace _ 38% - 19%
commercial off-the-shelf (COTS) systems

Q: What specific changes did your organization make to modernize your operating environment (e.g., centers of data) in 20197

Cloud + Data Center
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Adoption of managed services is important at every stage of the IT modernization journey, with an
average of 95% of respondents stating they outsourced one or more IT functions to a managed
services provider.

Adopting or expanding managed services to outsource one or more IT functions
(% indicating change is “Completed” or “Started/Ongoing” by stated overall IT modernization maturity)

_ Average of 95% of
B Started/Ongoing Bl Completed respondents leveraged
managed services.
0 )
96% 92% 96% 92%

Beginning stages Made moderate progress Made significant progress Achieved initial objectives
(25% or less) (50%-75%) (75%+) (100%)

Q: What specific changes did your organization make to modernize your operating environment (e.g., centers of data) in 2019 (adoption or expansion of managed services to outsource one
or more IT functions)?

Cloud + Data Center
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Upgrading the security infrastructure and processes (57%) and determining the optimal mix of
platforms/centers of data to support the organization’s workloads (53%) are the top two
challenges faced in modernizing the IT operating environment.

Obstacles to pursuit of modernization of IT operating environments

Upgrading security infrastructure and processes to address newer technology requirements 57%
Validating platforms/centers of data* through workload analysis, cost analysis, performance, availability, etc. 53%,
Adopting organizational change management to support the transformation of o
skills, organizational structure, procurement, operations, governance, etc. 48%
Bridging between the development teams and traditional IT operations teams 48%
Reducing manual processes through automation and orchestration 439,
Architecting needed integrations and APIs between technology platforms 40% More often cited
by C-level titles
Mapping dependencies and business processes (infrastructure, services, 399, (50% vSs. 29%
vendors, Service-Level Agreements (SLAs), etc.) across our application portfolio
among others).
Other ® 19,

*E.g., data centers, colo facilities, hosting facilities, edge locations, private cloud Infrastructure as a Service (laaS), private cloud
Platform as a Service (PaaS), public cloud laaS, public cloud PaaS, public cloud Software as a Service (SaaS), etc.)
Q: What are the major hurdles (past and/or future) in modernizing your organization’s operating environment (centers of data)? (Please select all that apply.)

Cloud + Data Center
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State of IT Modernization:
Cloud Strategy
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Changes to cloud strategies in 2019 most often included completing initial cloud-native
initiatives (50%) and adopting a multicloud approach using more than one public cloud

provider (49%).

Changes made to cloud strategy (laaS and PaaS) in 2019

B Not started yet

Implemented cloud-native initiatives (application modification,
continuous release management, etc.)

Adopted a multicloud (using more than one
public cloud provider) approach

84% have
outsourced or are
outsourcing cloud
management to a
managed services
provider.

Increased workloads deployed in the private cloud

Switched from an all-private or all-public cloud
strategy to a hybrid cloud approach

Outsourced cloud management to a
managed services provider

84% moved select
workloads from a
public cloud to an
alternative cloud or
non-cloud location.

Increased workloads deployed in the public cloud

Moved select workloads from a public cloud

Increased automation to support scale-out, automate cloud
deployments, facilitate recovery, enable fast-fail rollback, etc.

4%

6%

6%

6%

9%

4%

8%

7%

B Started/Ongoing [ Completed

43%

38%

46%

44%

41%

49%

41%

51%

Q: What changes did your organization make in your cloud (laaS & PaaS — not SaaS) strategy in 2019?

Cloud + Data Center
Transformation

1t Insight.

B No plans to do this

50%

49%

45%

45%

43%

43%

43%

40%

4%

8%

4%

7%

7%

5%

9%

4%

Insight Proprietary & Confidential. Do Not Copy or Distribute. © 2020 Insight Direct USA, Inc. All Rights Reserved.
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More than 8 in 10 organizations (84%) have outsourced or started outsourcing cloud
management to a managed services provider. Use of managed services is high across all IT
modernization maturity levels.

Outsourced cloud management to a managed services provider
(% indicating change is “Completed” or “Started/Ongoing” by stated overall IT modernization maturity)

B Started/Ongoing B Completed

90
83% °

73%

Beginning stages Made moderate progress Made significant progress Optimizing operations
(25% or less) (50%-75%) (75%+) (100%)

Q: What changes did your organization make in your cloud (laaS & PaaS — not SaaS) strategy in 2019 (outsourced cloud management to a managed services provider)?

Cloud + Data Center

1t Insight.
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Cloud strategy changes in 2019 varied according to maturity level, but multicloud adoption led
the list for those at the earliest stages of the journey.

Cloud strategy changes COMPLETED in 2019

(% indicating change is “Completed” by stated overall IT modernization maturity)

Achieved initial goals (100%) VS. Beginning stages (25% or less)

Moved some workloads from a public cloud _ 70%
Increased workloads deployed in the private cloud _ 66%
Implemented cloud-native initiatives (application modification, continuous _ 66%
release management, etc.) 0

Adopted a multicloud (using more than one public cloud _ 0 0
provider) approach 64% 50%
Switched from an all-private or all-public cloud strategy to a hybrid _ 64%
cloud approach 0
Increased workloads deployed in the public cloud _ 58%
Increased automation to support scale-out, automate cloud deployments, facilitate _ 56%
recovery, enable fast-fail rollback, etc. 0
Outsourced cloud management to a managed services provider _ 50%
Q: What changes did your organization make in your cloud (laaS & PaaS — not SaaS) strategy in 2019?
o] == I . ht Cloud + Data Center
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Regardless of maturity level, 84% of organizations overall moved select workloads from a
public cloud to an alternative cloud or non-cloud location in 2019 (see slide 23), reflecting the
challenges of determining optimal workload placement in today’s multicloud and hybrid cloud

landscapes.
Moved select workloads from a public cloud
(% indicating change is “Completed” or “Started/Ongoing” by stated overall IT modernization maturity)

B Started/Ongoing B Completed

79%

Beginning stages Made moderate progress Made significant progress Met initial objectives
(25% or less) (50%-75%) (75%+) (100%)

Q: What changes did your organization make in your cloud (laaS & PaaS — not SaaS) strategy in 2019 (moved select workloads from a public cloud)?

Cloud + Data Center
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Moved workloads most often included database, website/web apps, dev/test, and Bl/data
warehouse/data analytics.

Types of workloads moved from a public cloud
(among those that have moved some workloads)

Database (SQL, NoSQL) 60%
website/Web app [ RN 55%
Development/Test 54%,
Bl/Data Warehouse (DW)/Data Analytics 50%
System Management/DevOps 47%
Mobile Apps 45%
Core business applications 45%
Storage/Archive/Backup/File Server 40%
Identity and Access Management 40%
Disaster Recovery/High Availability 39%
Collaboration and communication solutions 36%
CRM/ERP applications (e.g., SAP, Dynamics) 34%
Avrtificial Intelligence (Al)/Machine Learning (ML) 26%

Other 1%

Q: Which of the following types of workloads has your organization moved from a public cloud?

Cloud + Data Center
Transformation Insight Proprietary & Confidential. Do Not Copy or Distribute. © 2020 Insight Direct USA, Inc. All Rights Reserved. 27

1t Insight.



More than two-thirds (69%) of all respondents report their organizations have experienced
higher-than-expected public cloud costs — 62% higher than anticipated on average.

Whether organization has experienced higher- Amount of unexpected overage
(among those experiencing higher costs than expected)

than-expected public cloud costs (laaS and PaaS)

I

Up to 25% higher than expected 22%
26% to 50% higher than expected _ 19%
101% to 200% higher than expected - 8%
62% on average
More than double the expected costs (200% or more) 1%
Q: Has your organization experienced higher-than-expected public cloud (laaS & PaaS — not SaaS) costs?
Q: You indicated your organization has experienced higher-than-expected public cloud (laaS and PaaS) costs. How much was the unexpected overage?
o] == I ° ht Cloud + Data Center
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Those who experienced higher-than-expected costs from public cloud deployments cite data
egress charges, unplanned cloud adoption, and M&A activity as the most common causes of
unexpected cloud costs.

Primary causes of unexpected public cloud costs
(among those experiencing an overage)

Data egress charges for shared persistent data 33%
Organic/unplanned adoption |G 33%
Acquisitions/mergers and other external organizational challenges 32%
Failure to take advantage of vendor volume discounts 30%
Lack of knowledge around services leading to over-subscription 30%
Unanticipated demand — either for internal consumption of the cloud 28%

platform(s) or for applications once they were moved to the cloud

Failure to optimize workloads to effectively extract maximum value from cloud 28Y,
platforms (resizing workloads according to performance and usage requirements) 0

More often cited by

Absence of governance processes to implement analysis procedures 26%

VP/Director titles
Failure to accurately estimate public cloud costs 250, —— (35% vs. 17%
. . among C-level
Lack of in-house expertise to analyze monthly costs 25% titles)
Failure to continue to mature cloud usage through refactoring laaS to PaaS/microservices, etc. 23%
Failure to automate workloads in the cloud and turn off compute when it is not in use 22%
Other 0%
Not sure 1%
Q: What was the primary cause of those unexpected cloud costs?
.|T Insi ht Cloud + Data Center
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Top measures planned to optimize cloud costs in 2020 include automatically turning
workloads on and off based on usage patterns, regulating under-utilized instances, adopting
more elastic design, and right-sizing workloads.

Cloud cost optimization measures planned for 2020
(among all respondents)

Turn workloads on and off automatically based on seasonality, 399
unpredictable demand, and other usage patterns 0

Reduce waste by regulating unused/under-utiized instances | N NN 38%

Introduce more elastic design to size services according to performance requirements 38%
Right-size workloads and provision instances accordingly 38%
Implement additional policies and governance to restrict the 379%
types and sizes of cloud services available to users 0
Take advantage of enterprise discount plans 36%
Replatform to remove the O/S layer and reduce administration and support overhead 30% More often cited by

those who report
higher levels of IT
Repatriate workloads 29% modernization
maturity (34% vs.

Reduce public cloud deployments 30%

Refactor or rewrite applications to leverage more cloud-native design options 299
9% 15% among others).
Leverage edge options to reduce cloud storage 28%
Other | 0%
None 2%

Q: What cloud cost optimization measures will your organization take in 20207
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Managing public cloud security is the #1 challenge when optimizing cloud
experience/outcomes. Governance, multicloud management, and determining where
workloads will be placed are other top obstacles.

Major hurdles in optimizing cloud experience/outcomes

Managing public cloud security

Implementing appropriate governance and processes
(security, compliance, risk management, cost management)

Managing multiple clouds

Determining public/private cloud workload placement

Analyzing public cloud costs to implement controls

Acquiring the staff and budget for private cloud development

Scale-out issues impacting performance

Lack of staff/resources to launch cloud-native initiatives

Estimating public cloud costs before deployment

Other

None

49%
N <<
46%
44%
39%
39%

35%
35%
34%
0%

5%

Q: What are the major hurdles (past and/or future) in optimizing your cloud (laaS & PaaS — not SaaS) experience/outcomes? (Please select all that apply.)
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When it comes to changes to support application modernization, the most progress was made

in developing an API gateway strategy to transition from legacy apps to cloud native apps. The
least progress was made in using infrastructure as code to automate the deployment of the
application infrastructure.

Changes made to support application modernization in 2019
B Not started yet [ Started/Ongoing I Completed [l No plans to do this

Developed an API gateway strategy to facilitate converting ) o o )
from legacy apps to cloud native apps 8% 40% 50% 3 /°
Developed and/or launched a cloud native strategy 4% 47% 48% 2%
Established and tracked KPIs for quality, performance, cost, and 10% 42% 46% 2%

impact to understand the success of app modernization projects

Deployed Application Performance Monitoring (APM) tools to fully
understand how your applications perform and assist your decision 9% 43% 459, 3%
on how and whether to modernize them

Developed and/or launched a deploy anywhere/manage anywhere strategy 8% 42% 45% 5%

Deployed public cloud container services (e.g., Amazon Elastic Container
Service (Amazon ECS), Amazon Elastic Kubernetes Service (EKS), 4% 48% 459, 4%
Azure Container Service, and Azure Kubernetes Service (AKS)).

Developed and/or launched a strategy for Al, ML, and/or Deep Learning 8% 43% 43%, 6%
Executed API-led integration for cloud native apps o o o o

leveraging an API Platform 8% 47% 43% 3 /°

Developed and/or launched an APl management strategy 6% 48% 43% 4%

Automated deployment of your application 10% 46% 41% 4%

infrastructure using infrastructure as code processes

Q: What changes did you make in your IT operations to support application modernization in 20197
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Organizations that are most mature on the application modernization journey have made
the least progress on deploying public cloud container services. Those in the earliest
stages of maturity have made the most progress on establishing KPIs for application

modernization projects.

Changes COMPLETED to support application modernization in 2019

(% indicating change is “Completed” by stated overall IT modernization maturity)

Developed and/or launched a cloud native strategy

Developed and/or launched an APl management strategy

Developed an API gateway strategy to facilitate converting
from legacy apps to cloud native apps

Deployed Application Performance Monitoring (APM) tools to fully understand how your
applications perform and assist your decision on how and whether to modernize them

Executed API-led integration for cloud native apps leveraging an API Platform

Established and tracked KPlIs for quality, performance, cost, and impact to
understand the success of app modernization projects

Developed and/or launched a strategy for Al, ML, and/or Deep Learning

Developed and/or launched a deploy anywhere/manage anywhere strategy

Automated deployment of your application
infrastructure using infrastructure as code processes

Deployed public cloud container services (e.g., Amazon Elastic Container Service
(Amazon ECS), Amazon Elastic Kubernetes Service (EKS), Azure Container
Service, and Azure Kubernetes Service (AKS)).

Achieved initial objectives (100%)

I 7%

Q: What changes did you make in your IT operations to support application modernization in 20197
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N 35%
I 27%
N 57%
I 57%
N 29%
]
I 57%
N 57%
I 38%
N 35%

46%
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The #1 obstacle to executing on application modernization strategies is providing foundational
elements (e.g., infrastructure as code capabilities and continuous delivery frameworks)
needed for containerization and automation.

Major hurdles in updating IT operations to execute
application modernization strategy

Absence of infrastructure as code capabilities, continuous delivery frameworks,

0
and other foundational needs for containerization and automation 53%
Application stack and data dependencies that complicate cloud-native initiatives _ 51%
Understaffed or underskilled DevOps team to handle application modernization needs _ 49%
Monolithic legacy applications that resist decoupling for microservices development and deployment _ 43%
Lack of DevSecOps enabling security measures to be built into software development processes _ 43%
Other l 2%
Q: What are the major hurdles (past and/or future) in updating your IT operations to execute your application modernization strategy? (Please select all that apply.)
o] == I . ht Cloud + Data Center
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State of IT Modernization:

IT Processes
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In terms of IT process modernization, automation via infrastructure as code is the area
where organizations have made the least progress.

Changes made to support IT process modernization in 2019

B Not started yet [ Started/Ongoing I Completed [ No plans to do this

Executed automation and infrastructure as code 10% 48% 39% 3%

Executed policy-driven cloud resource (compute, storage, etc.) allocation 8% 46% 45% 2%

Launched a new security policy framework and posture that includes cloud 5% 46% 47% 3%

Ernanced auhentoaton enteator, o oL 41% 50% 4%

Integrated real-time monitoring of cloud environments 5% 42% 51% 3%

A eI Al 7 319% 59% 4%

Q: What changes did your organization make in IT process modernization in 20197
of = M Cloud + Data Center
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Building a CICD framework to support IT process modernization was a top priority in 2019
even among those in the early stages of IT modernization.

Changes COMPLETED to support IT process modernization in 2019

(% indicating change is “Completed” by stated overall IT modernization maturity)

Built or leveraged a Continuous Integration and Continuous Delivery (CICD)

framework

Integrated real-time monitoring of cloud environments

Executed automation and infrastructure as code

Launched a new security policy framework and posture that includes cloud

Enhanced authentication, identification, and access management for defense in-depth

Executed policy-driven cloud resource (compute, storage, etc.) allocation

Q: What changes did your organization make in IT process modernization in 20197
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Stated overall IT modernization maturity:
achieved initial objectives (100%) VS.

I
I
I

I o

Stated overall IT modernization maturity:
beginning stages (25% or less)

-
B 29%
I
B 3%
I

E—
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Respondents cite multiple challenges in supporting IT process modernization, such as IT
silos, lack of governance and compliance procedures, skills gaps, and budget constraints.

Major hurdles in supporting IT process modernization

More often cited
by C-level titles
(51% vs. 37%
among others).

Cultural barriers such as IT silos that resist integration of
software development and business processes

Lack of governance and compliance procedures to support process modernization _ 44%

43%

45% —

Lack of skills/expertise in process planning

43%

Lack of budget/investment

Lack of integrated toolsets to support new processes such as automation and orchestration

Poor process documentation for knowledge sharing

Other

None

Q: What are the major hurdles (past and/or future) in IT process modernization? (Please select all that apply.)
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