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Ready to Modernize IT?
Start With Automation.

Companies today, across industries, are dealing with a lot of challenges.

They are under pressure to improve operations and the customer experience, hasten time to market, and be more innovative —
all while operating in a constantly changing business climate. IT has always been a central player in helping companies move
forward, and lately there’s been a steady drumbeat to digitize and modernize IT operations so organizations can overcome the
challenges and achieve their business objectives. If only it were that simple.

A long list of obstacles doesn’t have to stand in the way of modernization, however. A smart place to start is IT automation,
which uses software bots to carry out tasks, with little to no human intervention. And adding IT automation doesn’t require
wholesale changes to infrastructure, nor does it have to be too costly. But a successful implementation does require planning
and know-how. In this paper, we'll:
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Identify key steps you need to Provide tips to help you Offer best practices to ensure
take before starting an enterprise IT determine what to automate your IT automation strategy and
automation initiative. and which tools you might use. execution meets your needs.

Automation delivers simplified, secure, scalable, and strategic IT.

Also known as infrastructure automation, IT automation can deliver a variety of benefits. By reducing or replacing
time-consuming, repetitive human tasks with software-enabled instructions and processes that are repeatable, scalable,

and simplify the IT environment, you can:

) o ) ) Improve provisioning speed and network
Streamline and optimize IT functionality. o
efficiencies and throughput.

) — Speed up deployment cycles by
Manage your IT estate more effectively. — ) . : N
— simplifying and accelerating provisioning.

Enable dynamic IT environments that — o

) = Accelerate application development.
meet business needs. O

o
Deliver more resilient cloud, storage, X 4 )
Free up employees for more strategic work.

compute, and network resources. X X



With the many benefits IT automation promises, it's no surprise that it's on every IT and business
leader's agenda.

According to “The Path to Digital Transformation: Where IT Leaders Stand in 2022,” 62% of IT leaders say their
organization is pursuing an initiative over the next year to redesign and automate IT processes. Complementary efforts
include implementing platform teams that define common services and standards across product teams, and outsourcing
IT management to third-party providers.’

Survey respondents also indicated the top five focus areas for IT automation:
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Infrastructure Disaster Resource Data protection Infrastructure
deployment recovery provisioning (backup & restore) upgrades?
(e.g., Infrastructure as
Code (1aC))

There’s still much work to be done, however, regarding skills and talent development around automation. IDC Survey
Spotlight “Enhancing IT Operations with Automation Is a Priority in 2021” revealed that there’s still a sizable skills gap,
as more than 20% of organizations say they don’t have the human expertise required to use automation effectively at
enterprise-scale. Because of this, IDC estimates that through 2023 many IT automation initiatives will be delayed or fail
due to an underinvestment in creating IT/Sec/DevOps teams with the right tools/skills.?

Building organizational knowledge with content like this whitepaper and working with a partner like Insight can go a long
way in helping to bridge those gaps.

First steps to IT automation

Before embarking on an any automation initiative, it is best to evaluate your entire IT infrastructure estate and
analyze how well it is working for your business. Is your infrastructure enabling your business goals? Does it serve
your customer experience well? Is your IT team spending too much time in maintenance mode and not enough time
innovating? What are your specific pain points? A comprehensive discovery phase will give you better insight into your
data center and other IT assets, interdependencies, and requirements.

Once you've analyzed where things stand and how your well your organization’s business processes, workflows, and
services deliveries are running, consider where improvements and adjustments can be made and how automating might
help. Goals might include improving speed to delivery, IT performance, or enabling some self-service IT capabilities that

automatically provision resources so developers, for example, can significantly shorten application development times.

Start with small-scale, shorter projects within your
internal IT process.
Look for opportunities that have the potential to deliver positive returns and that will automate low-skill, manual, and

repeatable tasks. These are the types of tasks that typically consume a fair portion of your IT team’s time. And, your
IT team will gain critical experience with automation before you expand automation to other areas.
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Key automation opportunities
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[$ ] Automated workflows
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Workflow automation, which automates tasks within processes based on pre-defined business rules, can improve
productivity, accuracy, accountability, and even job satisfaction. Workflow automation software can be used for IT service

requests, change requests, new account setups, or security incidents.

Automated workflows lead to better patient care.

Insight helped a healthcare organization deploy and manage hundreds of thousands of mobile devices for

its care teams. Custom Python® and Swift® scripts were developed to automate the necessary tasks at scale
throughout the workflow, including device preparation and enrollment into a digital workspace platform, as well
as a health check that verified a device was in the desired state before workflow completion.

The precision in deploying and managing all of their mobile devices means the healthcare organization will
now realize more than $3 million in cost savings each year. More importantly, its clinical teams are better able
to communicate and collaborate, and in turn are better able to provide exceptional patient care.

% Security

You can automate the steps involved with enacting security, compliance, and risk management policies and actions
across your enterprise. That way, you can programmatically detect, investigate, and remediate cyberthreats with or
without human intervention. For example, you can use automated scripts for firewalls that ensure ports are locked down
across multiple security devices when a threat is discovered.

Automation can be used to help identify, prioritize, and mitigate
incoming threats as they happen.

Securing endpoints — any internet-connected piece of hardware like a laptop, computer, tablet, printer, smartphone,
thin client, or Internet of Things (IoT) device — has become increasingly critical, considering the myriad endpoints
organizations have. Newer endpoint protection solutions can include automated response workflows to systematically
disinfect, remediate, and restore infected endpoints as well as advanced technologies like behavioral and
reputation-based analysis to detect advanced threats.

Eliminate manual tasks for better security compliance.

Insight partnered with a pharmaceutical research organization to help it upgrade and improve the security of
its entire network infrastructure when the organization moved into a brand-new site. The engagement started
with several assessments to get a comprehensive understanding of the client’s environment, challenges,

and objectives, and finished with a new modernized, highly secure infrastructure. Many of the manual tasks
involved with securing its network infrastructure have been reduced through automation, including fully
automated client enrollment and configuration and switch configuration.

With network authentication, installs, moves, adds, and changes occurring autonomously, the IT team can
reallocate newly available internal resources for more strategic projects. A sophisticated segmentation engine and
processes are also now in place to vastly improve the firm'’s security. This was a critical business move considering
the demands it faces from regulatory agencies to maintain standards of care, privacy, and compliance.
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@ Application development and management

Automation can really accelerate the time it takes to develop applications, and it can also be used to simplify and
streamline application deployment, management, and maintenance. According to "The Path to Digital Transformation:
Where IT Leaders Stand in 2022," 60% of IT leaders say their organization is addressing performance issues with
automation and Continuous Integration/Continuous Delivery (CI/CD) to accelerate application development and
modernization, with another 31% planning on doing so.

There are plenty of opportunities throughout the traditional application development pipeline, and DevOps has definitely
created a process and culture that spotlights those possibilities. But again, it can be too overwhelming to try and
automate multiple tasks in the entire pipeline, from start to finish. It may be best to focus on those tasks that occur early
in the process, such as commit and build or testing. Later, as the application nears production, you might consider layering
in automation with automation-enabling technologies such as Ansible®.

Ansible is an open-source, simple automation language that can help you consistently, reliably, and securely manage
your environment. It is easy to use, install, and configure, and can help you automate storage, servers, and networking
components so that manual tasks become repeatable and less vulnerable to error. Configurations using Ansible are simple

data descriptions, and the tool does not require any agent software.

Achieve agility with automation.

When moving to a new location for its corporate headquarters, a multibillion-dollar luxury home builder
wanted to transition from an on-premises data center to a colocation facility that would lay the groundwork for
a modernized and agile environment and deliver the speed and efficiency the company needs.

Insight partnered with the builder to guide it through the transition. Insight implemented Cisco ACI®, an
automation model that makes it easier to deploy, scale, and manage containerized applications while still
offering the necessary controls, visibility, security, and isolation. Cisco ACI delivers automated load balancing
through policy-based routing and software-based approaches that improve performance. With the increased
flexibility and freed-up resources, the IT team is in a better position to flex and scale on demand, enhance

services, and drive innovation — critical actions in an industry shaped by fluctuation and turbulence.

Automation also frees time and resources when it comes to provisioning applications. It doesn’t matter whether you are
dealing with bare metal or cloud, you still have to set up the environment so it’s ready for applications. This process has
typically been performed manually with templates; now, you can run an automated system using codification to do the
work for you. And configuration management can automate ad hoc scripts and practices that document what all the
systems look like, so the provisioning is repeatable and effective. For more complex environments, orchestration may be
used to combine multiple automated tasks and their configurations across groups of systems.
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000 Governance and compliance considerations in respect to automation
—

Part of your plan for automation should include examining governance and compliance processes, such as the management of
your operating systems’ security and compliance, to determine where automation might fit in and the impact it may have. In fact,
63% of organizations are already working to automate security processes to better support tasks like IP reputation analysis, secrets
management, code analysis, and repo vulnerability scanning, according to "The Path to Digital Transformation: Where IT Leaders
Stand in 2022."2 Be sure and correlate any automation solutions with existing corporate policies and IT governance processes that
pertain to regulatory compliance. Ultimately, all processes need to be governed to ensure proper checks and balances are in place
and prevent an automation oversight that could expose your organization to risk through noncompliance.

See how compliance and governance priorities can arise as you automate workflows, security, and application

development and management.

Example 1:

If automation causes configuration drift that creates discrepancies, it could introduce risks or make it difficult to
account for resource allocation. Configuration drift can occur when changes are made to applications and underlying
infrastructure — such as opening a new communication port to enable an app update. If the drift, or change, goes
against corporate security policies, there could be significant risk to the organization.

Example 2:

Approval workflows or chargeback systems may need to be created to support various automation and modernization
initiatives. For example, when users are provided with a self-service portal to provision VMs, processes need to be in
place to track resource utilization. Governance needs to be built in to such efforts, alongside any automations created
to streamline and accelerate infrastructure or application changes, in order to avoid overspending, overallocating, or
otherwise deterring from stated objectives.

Example 3:

A healthcare organization planning to use automation to help manage security compliance will need to ensure

handling of patient data is compliant with all Health Insurance Portability and Accountability Act (HIPAA) regulations.

So, automated provisioning of a secure database housing protected health information will need to be closely coordinated
with compliance plans. Many organizations, in and outside of healthcare, have requirements equally as stringent as HIPAA
to comply with; it’s critical to be aware of and accommodate these as you plan any automation efforts.

Best practices to follow

The first order of business when formulating your IT automation strategy is to take a holistic approach and remember that
automation is very much a journey. Here are best practices to follow as you begin:

Perform a thorough review of your existing ﬂ% Don’t forget people are as important as the processes.
processes and how well they are working now, r$1 Automation will change the nature of work, in ways both
to begin identifying where automation can work big and small. Be sure to get buy-in by including employees
best for your organization. Automating the wrong in all the phases of your automation journey. They should
processes won't deliver the ROl you're expecting. understand the plan and what it means for them. And make
sure you have the skills necessary to execute automation.
“© You can't simply give a team an automation Be sure to break down any existing operational and
@a tool and expect success. You'll need to map @ cultural silos between teams, especially where close
A your long-term vision and properly align people collaboration is necessary. For example, projects that
and processes. Remember, not everything is a automate security should be aligned with projects to
candidate for automation. automate application development and management.
=i Start small. Trying to execute a complete E';I Make sure you’re prepared by ensuring you have all
infrastructure automation initiative is a mistake, [3) the necessary resources on hand and picking the right

with a higher risk of failure. automation tools for your organization.
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Summary

Adopting various IT automation technologies can improve operations by removing human error
and reducing the risks associated with configuration drift. Plus, with certain processes automated,
your IT teams will be able to direct their focus to more meaningful, innovative work, improving
your enterprise’s capacity for additional modernization.

Set your organization up for automation success with the tools and resources available to you
from the experts at Insight. Our team of business consultants and IT professionals carry thousands
of certifications from every major technology vendor so that we can support your efforts across the
spectrum of automation possibilities, including deployment of hybrid cloud, security, networking,

and application solutions, implementation of 1aC, and much more.

To talk with an expert on how to approach automation as part of your overall
strategy for modernization, or to discuss ways we can help you strengthen your
existing automation efforts, contact us at: solutions.insight.com/contact-us

Further reading and recommended resources:

Visit the links below to learn more about how Insight can help you on your path to automation

and business transformation.

= Article: Outcomes, Not Outputs: How to Build a Thoughtful Automation Strategy
= Solution brief: Infrastructure Automation Workshop
= Video: Strengthening Your Modernization Strategy With Automation

» Case study: Healthcare Performance-Driven Company Helps Its Operations Team Reduce
Manual Tasks With Automation

" Marketpulse Research by IDG Research Services. (January 2022). The Path to Digital Transformation: Where IT
Leaders Stand in 2022. Slide 22. Commissioned by Insight.

2 Marketpulse Research by IDG Research Services. (January 2022). The Path to Digital Transformation: Where IT
Leaders Stand in 2022. Slide 31. Commissioned by Insight.

3 Villars, R. (March 2021). IDC Survey Spotlight: Enhancing IT Operations with Automation Is a Priority in 2021.
IDC.

4 Marketpulse Research by IDG Research Services. (January 2022). The Path to Digital Transformation: Where IT
Leaders Stand in 2022. Slide 29. Commissioned by Insight.
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From assessment and

strategy to development and
deployment, Insight has the
expertise to help identify and
implement the best-fit tools for
your automation project.

Kubernetes: Open-source container
orchestration for automated
application, deployment, scaling, and
management

Ansible: Open-source IT automation
for software provisioning,
configuration management, and
application deployment

Terraform®: Open-source laC
tool for defining and provisioning
data center infrastructure

Splunk: A software platform
empowering IT, security, and DevOps
professionals to assess, analyze, and
act on data

Puppet: Open-source configuration
management for building,
managing, and automating IT

infrastructure
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